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U S NAVAL CRIMINAL INVESTIGATIVE SERVICE
| REPORT OF INVESTIGATION. (CLOSED) 13APR10
OPSEC SUPPORT (II) CONTROL: 04DEC09~FEAJ-0190~5MNA/C

I/GLENN DEFENSE MARINE ASIA/COUNTERINTELLIGENCE SUPPORT TO U.S.
NAVY PORT VISITS IN JAPAN UTILIZING HUSBANDING SERVICES (U)

COMMAND/COMMANDER, NAVAL FORCES JAPAN/57006

! MADE AT/FEAJ/ATSUGI, JA[”© ®0O SPECIAL AGENT
REFERENCES
(A) NCISRA Atsugi, JA ROI (INTERIM)/04Febl0 (Contains Exhibits
1-3)
(B) NCISRA Atsugi, JA ROI (INTERIM)/02Aprl0 (Contains Exhibit
4) '

EXECUTIVE SUMMARY

1.(UXSLANF] On 04Dec09, this case was initiated in order to
prcvide counterintelligence (CI) and force protection (FP)
support to U.S. Navy vessel port visits im Japan. NCIS
coordinated with the U.S. Fleet and Industrial Supply Center
(FISC) Yokosuka, Japan in order to ¢btain documents identifying
Glenn Defense Marine Asia (GDMA) husbanding employees serving
on and around U.S. Navy vessels for the purpose of conducting
NCIS and local agency checks regarding these individuals.
Through continued contact with FISC, as well as a review of
GDMA's existing contract with the Navy, it has been determined
that GDMA does not provide identifying information on their
employees or those of their subcontractors, but rather agrees
to conduct background checks themselves, utilizing unknown
sources. After meeting with GDMA representatives, it has been

D BY: NCIS/CODE 22 Security Specialist

provide CI and FP support to the U.S. Navy, specifically for
vessels utilizing the husbanding services of Glenn Defense
Marine Asia (GDMA). This investigation is being conducted as a
counterintelligence matter; no criminal statutes apply.

determined that the company will not provide information on §
their employees as they are not contractually obligated to do 5
so. This case is being closed, but contact with GDMA sources =
will continue. pd
()
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1.8E This initiative investigation was opened in order to =
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mlﬁ#ﬁ%ﬁﬁ Continued attempts to obtain employee information
from GDMA have been unsuccessful. While GDMA is contractually
obligated to conduct background checks regarding their
employees, they are not required to prbvide NCIS or the U.S.
Navy with the methods by which they carry them out. Completing
the stated objective of this investigation is not possible
} without the willingness of GDMA to provide 1dent1fy1ng employee
’ information.
|

3.WcLa¢mr On 13Apr10, PO OO

®E), BN was
, updated on the status of this investigation. This case is being
i closed until the above listed information can be obtained by
‘ NCIS. NCIS will continue to develop confidential sources within

} GDMA.
DISTRIBUTION
NCISHQ:  0022B
INFO: FEYK

DERIVED FROM: OPNAVINST 5513.4E
DECLASSIFY ON: =FSEPR2C20-
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U 5 NAVAL CRIMINAL INVESTIGATIVE SERVICE
REPORT OF INVESTIGATION (INTERIM) 02APR10
OPSEC SUPPORT (II) CONTROL: 04DECO09-FEAJ-0190-5MNA

I/GLENN DEFENSE MARINE ASIA/COUNTERINTELLIGENCE SUPPORT TO U.S.
NAVY PORT VISITS IN JAPAN UTILIZING HUSBANDING SERVICES (U)

COMMAND/COMMANDER, NAVAL FORCES JAPAN/57006

MADE AT/FEAJ/ATSUGI, JA/2® G0O SPECIAL AGENT

REFERENCE

(A) NCISRA Atsugi, JA ROI (INTERIM)/04Febl0 (Contains Exhibits
=3

EXHIBIT

(4) IA: wesults of Meeting with ®"®
i POE  ¥13Febl0...(Copy All)

EXECUTIVE SUMMARY

1.(ul Sl On 04Dec09, this case was initiated in order to
provide counterintelligence (CI) and force protection (FP)
support to U.S. Navy vessel port visits in Japan. NCIS
coordinated with the U.S. Fleet and Industrial Supply Center
(FISC) Yokosuka, Japan in order to obtain documents identifying
Glenn Defense Marine Asia (GDMA) husbanding employees serving
on and around U.S. Navy vessels for the purpcse of conducting
NCIS and local agency checks regarding these individuals.
Through continued contact with FISC, as well as a review of
GDMA’s existing contract with the Navy, it has been determined
that GDMA does not provide identifying information on their
employees or those of their subcontractors, but rather agrees
to conduct background checks themselves, utilizing unknown
sources. Efforts continue to identify and vet employees of GDMA
and their subcontractors, as well as foster a relationship with
management at GDMA.

NARRATIVE

1.(Ul sS4 This initiative investigation was opened in order to
provide CI and FP support to the U.S. Navy, specifically for
vessels utilizing the husbanding services of Glenn Defense

NCIS INFORMATION DECLASSIFIED BY: NCIS/CODE 22 Security Specialist

DECLASSIFIED ON: 09JUNI16

Marine Asia (GDMA). This investigation is being conducted as a
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counterintelligence matter; no criminal statutes apply at this
time.

2. WozmneT on[777 h P00

a meeting wit
was held in Yokosuka, Japan. During the meeting, GDMA’s port
visit responsibilities were discussed; Exhibit (4) pertains.

3.W(CLANFT This investigation is ongeing and will continue
attempts to identify and vet GDMA employees and those of their
subcontractors, as well as foster information sharing between
NCIS and GDMA for future port visits.

DISTRIBUTION
NCISHQ: 0022B
INFO: FEYK

DERIVED FROM: OPNAVINST 5513.4E
DECLASSIFY ON: "UTEPRZ2020
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INVESTIGATIVE ACTION 13FEB10

CONTROL:" 04DEC09-FEAJ-0190-5MNA

I/GLENN DEFENSE MARINE ASIA/COUNTERINTELLIGENCE SUPPORT TO U.S.
NAVY PORT VISITS IN JAPAN UTILIZING HUSBANDING SERVICES (U)

RESULTS QOF MEETING WITHrme |

1. (Gt T On_.Fb)m(D) | Reporting Agent (RA) met with [P0® |

7
l(.b)a)(E) | at the ro)u)(m | =
B)(7)(D) 2
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4.C//MFT In addition to the U.S. Navy, [0® ladvised 7O Z <
b)(7)(D) 2t
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5. (U/FoYo) P7® | statedP®

b)(7)(D)

b)(7)(D) L Both rU)U)U:)
[PM® | agreed to be contacted in the future,
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REPORTED By: [7©©0© Special Agent
OFFICE: NCISRA Atsugi

DERIVED FROM: OPNAVINST 5513.4E
DECLASSIFY ON: +3FEEag2a-
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U.S. NAVAL CRIMINAL INVESTIGATIVE SERVICE
REPORT OF INVESTIGATION (INTERIM) 04FEB10
OPSEC SUPPORT (II) CONTROL: 04DECO9-FEAJ-0190-5MNA

I/GLENN DEFENSE MARINE ASIA/COUNTERINTELLIGENCE SUPPORT TO U.S.
NAVY PORT VISITS IN JAPAN UTILIZING HUSBANDING SERVICES (U)

COMMAND/COMMANDER, NAVAL FORCES JAPAN/57006

MADE AT/FEAJ/ATSUGI, JA[ " O SPECIAL AGENT

EXHIBITS
(1) IA: Receipt of Glenn Defense Marine Asia Invoices/25Janl0
.. (Copy All/less FEYK)
(2) IA: Results of Telephonic Contact with [P©:®00©
USN/28Janl0... (Copy All/Less FEYK)
(3) IA: Review of Glenn Defense Marine Asia Contract/01Febl0...
(Copy All/Less FEYK)

EXECUTIVE SUMMARY

1 (WisA#*TT On 04Dec09, this case was initiated in order to
provide counterintelligence (CI) and force protection (FP)
support tTo U.S. Navy vessel port visits in Japan. NCIS
coordinated with the U.S. Fleet and Industrial Supply Center
(FISC) Y kosuka, Japan in order to obtain documents identifying
Glenn Defense Marine Asia (GDMZ) husbanding employees serving
on and around U.S. Navy vessels for the purpose of conducting
NCIS and local agency checks regarding these individuals.
Through continued contact with FISC, as well as a review of
GDMA’ s existing contract with the Navy, it has been determined
that GDMA does not provide identifying information on their
employees or those of their subcontractors, but rather agrees
to conduct background checks themselves, utilizing unknown
sources. Efforts continue to identify and vet employees of GDMA
and treir subcontractors.

09JUN16

NARRATIVE

1.9(s AT This initiative investigation was opened in order to
provide CI and FP support to the U.S. Navy, specifically for
vessels atilizing the husbanding services of GDMA. This
investigation is being conducted as a counterintelligence
matter; no criminal statutes apply at this time.

NCIS INFORMATION DECLASSIFIED BY: NCIS/CODE 22 Security Specialist
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On Janl0, six invoices were received from FISC
regarding GDMA zrvices provided to the Navy during fiscal year
2ul0. The invo]ces deteiled the services GDMA provided and
their costs; however, they did not list identifying information
of thelr employees or those of their subcontractors; Exhibit

(L) periasins.
3. (WO LT O 28Tanl0, (6. GXNE)
(0)(6). (B)(7)(C) vey contachtad via telephone regarding the U.S.

Navy’'s u-:e of GDMA husbanding services. [P®®0NO | described the
roles and responsibilities of both FISC and GDMA when it comes

e i e vetting in conjunction with U.S. Navy port wvisits;
Exhibit {2} pertains.

J(u&,a—ﬁﬂ“ On 01Fek10, the contract dated 23Jul08 between GDMA

and he Z. Navy was received and reviewed. The document
describez GDMA’'s contractual obligations when it comes to Anti-
Terio

view and FP matters, ircluding ths process of conducting
reurd cheche on employees; Exhibit (3) pertains.

(”L-—-*"” P O ONOIGIE)
©16), HNC)

e | we:e apprised of NCIS efforts in this case. This
nvestigation is ongoing will continue attempts to identify and
vel SDME amployees and those of their subcontractors.

~VEDL TROM:  OPNAVINST 5513.4E
ASTIEY DN CuieiEiedeerG

Fage 2ol 2
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HESINEGRIR TR REPTION 25JAN10
CONTROL: 04DEC09-FEAJ-0190-5MNA

PALLEMN DRNFENSE MARIME ASIA/COUNTERINTELLIGENCE SUPPORT TO U.S.
MAYY PORT VISITS IN JAPAN UTILIZING (I[USBANDING SERVICES (U)

2lL.EULTS O FETETRT OF GLENET DEFENSE MARINE ASTA INVOICES
J.‘“;u;h+ﬂ On 25Janle, Reporting Agent {(RA) received scanned
coiahos oV siw Clenn Defense Marine Asia (GDMA) invoices from
(b)(6), (b)(7)(C)

®)(©). B)(7)(C)

Thesa invoices were provided in
Liponss 2o an NCIS request for information on the GDMA
weobaleinn s gt wvariouds port visits.

s Wl The inveina:z cyeered GDMA services provided to the
'] Ay duxing fiseal wear 20290 Each listed the U.S. Ship
and port visited, services provided to the ship, and the price
ot wach <arvice. Tre invoices did not list any identifying
vearmat con on suscontractors or smployees.

REPOKTED 8y [PEEEO Special Agent

M e e NCISRA Atsugi, Japan

'‘RM:  OPNAVINST 55

A

3.4E

b

NCIS INFORMATION DECLASSIFIED BY: NCIS/CODE 22 Security Specialist
DECLASSIFIED ON: 09JUN16

Page | el

DECLASSIFIED o e UNCLASSIFIED

000010




® - &
DECLASSIFIED —sreremmoromn- UNCLASSIFIED

l U.S. NAVAL CRIMINAL INVESTIGATIVE SERVICE

| INVESTIGATIVE ACTION 28JAN10
CONTROL: 04DECO9~FEAJ-0190-5MNA

I/GLENN DEFENSE MARINE ASIA/COUNTERINTELLIGENCE SUPPORT TO U.S.
NAVY PORT VISITS IN JAPAN UTILIZING HUSBANDING SERVICES (U)

RESULTS OF TELEPFONIC CCNTACT WITH [P GO

USN
((0)(6), (b)(7)(C)
g m——

1}UZE$#NT1 On 28Janl0, Reporting Agent (RA) contacted |
(©)(6), ®)X(7)(C)

(B)E). ()(7)(©) | by telephone to discuss security
precautions and contractor invoices regarding U.S. Navy port
visits.

2.“&2&4&11 When asked about conducting background checks on
contract employees, P®®0O stated Glenn Defense Marine Asia
(GDMA) i=s responsible for vetting employees they utilize from
subcontractors. Y@ ®Y9 ladded that while GDMA is required by
contract to disclose the names of their employees, they are not
required to do the same for employees of companies used as
subcontractors.

3. (ukstmry POONO] oxplained FISC is not responsible for setting
force protection standards for U.S. Navy port visits. According
to @POOMO 1 g 5. 7*" Fleet staff are responsible for setting
such guidelines; however, they have not done so in regard to
Japanese ports. Instead, mos: ports in Japan utilize their own
security measures instituted either by port security or the
Japanese Maritime Self Defense Force (JMSDF).”® 7 | recalled
7" Fleet sending a reguest to all husbanding service companies
used by the U.S. Navy, asking them to provide their ‘respective
policies on background checks and vetting. [?®®"”© Isaid the only
company who did not respond to this request was GDMA.

REPORTED BY: [P©®®0O . | special Agent
OFFICE: NCISRA Atsugl, Japan

DERIVED FROM: OPNAVINST 5513.4E
DECLASSIFY ON: 2SoARise2o-

NCIS INFORMATION DECLASSIFIED BY: NCIS/CODE 22 Security Specialist
DECLASSIFIED ON: 09JUN16
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INVESTIGATIVE ACTION 01FEB10

CONTROL: 0O4DECO09-FEAJ-0190-5MNA

I/GLENN DEFENSE MARINE ASTA/COUNTERINTELLIGENCE SUPPORT TO U.S.
NAVY PORT VISITS IN JAPAN UTILIZING HUSBANDING SERVICES (U)

REVIEW OF GLENN DEFENSE MARTINE ASIA CONTRACT

1.(Wc Lo On 01Febl0, Reporting Agent (RA) received and
reviewed scanned ccpies of the Glenn Defense Marine Asia (GDMA)
contract with the U.S. Navy, along with subsequent additions to

that con*ract. These documents were provided by [P®®0C
(b)), (b)(7)(C)

‘(b)(G) (b)(7)(C)

E.WKSLJH?T The most recent contract between GDMA and the U.S.
Navy was issued cn 23Jul0B8. Most of the contract is dedicated
to outlining respcnsibilities, both for GDMA and the U.S. Navy.
In particular, the document outlines GDMA’s force protection
esponsibilities. The following passage from the contract
describes such responsibilities:

“TFr  Contractor shall conduct security background checks
on empioyees with local or national police departments or
other government organizations. The Contractor shall not
use employees if the results of their background
in estigation indicate they may be a security risk to the
ship or its crewmembers.”

3. L In addition, the contract lists procedures for
identifying employees working for GDMA and its subcontractors:

09JUN16

W™ . Coatraccror shall issue photo identification badges to
it= personnzal and ensure subcontractor personnel have
photo identification badges. Badges shall be standardized
a d have a passport type photo, name of the company,
iade ddualz name, identification number, and date of
birth. Pexrsonnel w.ll wear the badge so that it is
vi lble at all times.”

CLASSIFIED ON:

"

NCIS INFORMATION DECLASSIFIED BY: NCIS/CODE 22 Security Specialist

DE

“Th. Contractor shall ensure that their employees and
subcontractor employees wear appropriate uniform items to
1d ntify them as Contractor personnel. Examples would be
sulwlar T-sh-r.s, trousers, or coveralls with company

Page | of 2
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aries printed on the clothing.”
“re.le: The AT/IP velated service (e.g., barrier, guard
: etc.; will ve ordered by the Ship’s Supply

s arFrcier, ”

AW = N additional information regarding force protection
meusuraes was listec ta thz contcact. A copy of the document is
Fazing sacinteipned in tlier KUIS zese file.

QL oORTEY m . [BXEN GXIO) Special Agent

fPage 2 of 2
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U S NAVAL CRIMINAL INVESTIGATIVE SERVICE
REPORT OF INVESTIGATION (OPEN) 07DECO9
OPSEC SUPPORT (II) CONTROL: O04DECO9-FEAJ-0190-5MNA

I/GLENN DEFENSE MARINE ASIA/COUNTERINTELLIGENCE SUPPORT TO U.S.
NAVY PORT VISITS IN JAPAN UTILIZING HUSBANDING SERVICES (U)

COMMAND/COMMANDER, NAVAL FORCES JAPAN/57006
MADE AT/FEAJ/ATSUGI, JA MO OGO© SPECIAL AGENT

NARRATIVE

1 W e This initiative investigation is being opened in order
to provide counterintelligence (CI) support to U.S. Navy (USN)
vessel port visits in Japan which utilize the husbanding
services of Glenn Defense Marine Asia (GDMA). This
investigation is being conducted as a counterintelligence
matter; no criminal statutes apply at this time.

2.(uLHST As the husbanding agent for USN vessels, GDMA employees
have access to secure areas near USN ships as well as
information regarding ships’ schedules. CI support provided
will include obtaining GDMA employee and services information
for U.S. port visits in Japan. Background checks will then be

i conducted on GDMA employees working in proximity of U.S. Navy

: vessels both through NCIS and Japanese host nation law
enforcement. If information of concern is obtained on GDMA
contract employees, such developments will be reported to
relevant command with appropriate action taken by NCIS.

DISTRIBUTION
NCISHOQ: 0022B
INFO: FEYK

DERIVED FROM: OPNAVINST 5513.4E
DECLASSIFY ON: O7DECZ20TY

NCIS INFORMATION DECLASSIFIED BY: NCIS/CODE 22 Security Specialist
DECLASSIFIED ON: 09JUN16
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